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Scope Assumptions
· John Bubb:  We’ve been concentrating on communications from the metering system back to the utility.  However, we would like to be able to standardize between the one-way and two-way systems.  

· We would like to avoid having multiple paths to the PCT.

· Increases the complexity we have to deal with.

· Erich:  We want to make sure that there is only ever one path active to the PCT at any time.

· Erich:  We can standardize on AES128 and FIPS 140-2 if you like.  Architecturally it’s not clear what’s in the core vs. what’s in the plug-in.

· John B:  I heard somebody say that those functions should be in the comms portion of the module.

· Jeremey: We saw a two-tier specification:  One for one-way, an extended specification for two-way.  Maybe we could use one method to build on the other.

· Erich:  We want to make sure that the logical messaging structure be common for all these services, and extensible. We keep the same crypto field.

· Darren:  With the one-way system, confidentiality is not a valid aspect, because there’s no negotiation mechanism.

· John:  We’re still intent on authentication and integrity.

· Jeremy:  We’re also interested in confidentiality.  There are ways around the one-way limitation.

· Erich:  I don’t know if it’s necessary.

· Bon, SDGE:  I don’t know if key distribution was discussed last time.  Is it the responsibility of the utility to distribute those keys?

· Grant:  We haven’t yet talked about who gets to own the keys.

· Bon:  I know that complexity was mentioned many times.  We must not forget the possibility of processing power concerns on the PCT platform.
Threat Assessment

· Randy:  Can’t do much about use case “A”.  Tinfoil around the thermostat, disconnecting it, etc.  I think organizational practices and procedures may be the major method to prevent effect.

· Alex:  I had a dozen prioritized use cases that I sent out a couple of weeks ago.

· Erich:  It ended up in my junk mail folder.  I am posting it on the Sharepoint site as PCT misuse scenarios in the Document Library.

· Erich:  Alex has complemented the list here by covering what functions might be performed and their impact in more detail.

· John B:  On the “D” case, there is also the opposite:  Someone may introduce a demand response event that increases the load rather than decreasing it.

· Erich:  We have talked about making rules to address that.

· Darren:  We also need to talk about whether the rules are absolute or relative, and do they relate to the current temperature.

· Alex:  I think the high level stuff is up there.  I would hope that we’re using my document as a reference on Monday.

· Erich:  We will do that.  This is excellent and focuses more on the layers and functions than on the adversary.

Alex’s Misuse Case Document

· Physical layer:  

· Jamming or interfere on the frequency

· Customer wrapping or disabling their antenna
· Network and Transport

· Denial of service attack – how to mitigate?

· Compromise the key at the broadcast level and control the transmitter

· Data Layer

· Most of the ones listed in Grant’s PowerPoint presentation

· Using the firmware download command to change behaviour
· Two-Way

· Intercepting private data on two-way

· Send responses to utility that they get false metering data

Erich:  Please review this, everyone.

· Darren:  I want to point out that the actual communications medium is a big part of the security problem and solution.  I believe that whatever the PCT is listening to should not be remotely changeable, e.g. frequencies, stations.  I know we are trying not to discuss that, but we should make sure that the source cannot be changed for the one-way system.

Erich:  But the problem is that radio stations may change hands, etc.  We were hoping that the PCT is scanning the entire band for an RDS source.  There are several hundred possibilities in California.  We don’t think there will be racks at home depot with different regions of PCTs.

Alex:  We need to point out that as a vulnerability.
Vulnerability Assessment

· Ben:  Census numbers for 2000 and 2005.  Sacramento county:  Growth of 10,000 households per year, would be a 900 square mile service area.  In 15 years, that’s 160,000 households.  3 ½  kW per home -( 558 MW if you could affect the whole area simultaneously.
· Ben:  Los Angeles city is about 3600 households per year, would be about a third of the Sacramento number.

· Alex:  Would also have to include retrofits and remodels.  Need to increase those numbers by that much.

· Ben:  These numbers are very optimistic with respect to growth.

· John:  We know in our area, we have about 40,000 households/year in growth.

· Erich:  We weren’t looking at the IOU’s vulnerabilities because you wouldn’t be using the one-way system.  Another item we need to discuss is how much protection we would have if we could detect the attack rather than preventing it.
· Randy:  I’d like to point out that compromising the system from an organizational point of view is the greatest risk.  I think it would make a lot of sense to distribute keys on a utility basis.  If someone manages to take control of a site, that site is very expensive to recover.

· Erich:  We don’t believe that these PCTs will be identified with any utility.

· Randy:  What about someone creating modified PCTs

· Darren:  I’m not completely convinced that we’re in a scenario that we couldn’t localize the thermostats in some way.  What about a plug-in module?

· Erich:  IOUs, what are you looking at as the distribution of the thermostats?

· John:  We don’t have an answer to that question yet – it’s too early.  We are leaning toward distributing the thermostats as part of load control programs.  That would be through qualified contractors.  The holy grail would be to have them at Home Depot, but I think that is some ways off.  Getting back to authenticating the device…

· Jeremy:  We are looking at pushing the requirements back onto the meter manufacturers.

· John:  Yes, we would have manufacturers including the keying material.  In the longer term, it might be a serial number that the customer would have to give us.

· Jeremy:  There are ways we could use the serial number as key material so that we wouldn’t have to give the manufacturer’s key material.  That would be a logistics nightmare.  We could have them generate their serial number, and we could send something over the air to reconstitute it.  In the one-way system, the serial number would have to be phoned in or something like that.  It’s very much like certain DOD systems.

Criticality Assessment

Crypto Approach

Key Structure
Issues / Actions
· Is confidentiality a requirement?

· Processing power affect on the PCT
· Add rule to ensure only one communications path can be active at a time (already in T24 language)

· Determine what the safety range is, and whether it’s absolute or relative

· Add demand response event that increases the load as a threat

· Want to ensure that you can’t change the station the PCT is listening to remotely.
· Need to discuss the impact of detection on the criticality vs. prevention.

· Need a use case that identifies the need for a logo or approval program to show that there isn’t a “spoofed vendor”.
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