PCT Meeting
Grant Gilchrist

Wednesday, March 7, 2007
Discussion of Face-to-Face

· Wanted to know the agenda

Current Status

· HVA interface done

· Expansion interface done

· Need to contact Alex Do regarding Security and Networking issues

· Use cases – working on getting them cleaned up in more consistent form

· Will “seal things off” in all categories by the end of next week

· Will discuss the human interface stuff today.

Human Interface
· Joe Lavicheck, April Air(?).  It looks like we’re going to a steady display with buttons and icons.  We are considering an alphanumeric display without icons.

· Erich:  I don’t think that this rules out an alphanumeric display.  This just says that if you use icons, they should be common.  We should have common text language also.

· Joe:  Agree.

· Paul:  There are some advantages even with pad printing if icons can be used.

· Erich:  One thing we need some comment on is the “required” versus “suggested” items.

· Terry Mohn:  The three California IOUs took a shot at requirements for a display.  Maybe you could use that as an example of the text.

· Erich:  I don’t want to see divergence from anything the IOUs said.  Send it to me, I’m a couple versions behind.  As for whether the functionality exists, we need feedback from vendors.

· Terry:  Will this functionality be in the PCT, or the plug-in module?

· Erich:  Please help us visualize this.

· Terry:  The core PCT functional requirements are well-established.  There will be a plug-in module somewhere in a cavity (permanently) in the PCT.  We don’t envision new types of price signals or behaviors that will change the thermostat.  We just want a way to inform the installer that the plug-in module is working properly with the utility.  We envision that the serial numbers of PCT and comms module will be recorded somewhere at the utility, along with a record of the customer’s contract.  Once this is configured, there needs to be a clear indication that the communication has been established at the endpoint.  The question is, how much of that display capability exists in the PCT and how much is in the plug-in module.  The document needs more about the provisioning with the utility.
· Randy:  Is the display consistent regardless of comms method?

· Paul:  Yes, we would want to use the same display regardless of whether the internal module is included or not.
· Erich:  We don’t want any conflicts with what the IOUs need.

· <missed discussion of 1-800 line initiated by Randy>

· Jeff Mulligan – the text seemed to indicate communications BACK to the utility.  Would prefer this was clearer so that it would indicate even if it was one-way.

· Paul?  - Sure, we assume there would be “heartbeat” messages that would indicate that light.

· Erich:  Yes, the default is “I am listenting to the statewide network”.

· Terry:  Need to clarify:  the three IOUs will not be using the default one-way communication system.

· Grant:  Could we use a lightning bolt or some icon for “LINK”? I’m not sure that’s a good word.
· Erich:  The vendors are in a better position to figure out what the icon should be.  My watch uses a dish icon.

· Invensys:  Yes, we use a dish icon for that, too.

· Samantha, Honeywell:  I need to make a point.  I’m one of those people who would not understand the icons.  I’ve gone through the UI document, and looked at the elements against the mission statement about not suppressing innovation or differentiation.  I also looked at whether they were required by Title 24.  Our opinion is that any that don’t line up with that, they don’t have a place here.  Those should be left up to the expertise of the vendors.  We shouldn’t be adding in anything else.  I think that required elements a-E are okay, but many of the others, after that other than override and a couple of others should be gone.  Section 2 in its entirety should be gone.

· Paul:  I was trying to strike a balance between the minimal requirements and a level of standardization that would allow the customers not to be confused.  This is an attempt to achieve a standard.

· Erich:  There is an opportunity here to get some high-level standardization, I agree, but I also agree that we’re taking a big enough step just getting what we are.  I would like to see a PCT User’s Group or OpenPCT to take some of these issues.

· Samantha:  I agree, and that seems like an appropriate role for that group.  Let’s look at the bare minimum here.

· Erich: I see the point, and want to hang onto the work that has been done, but sure, let’s pull out the pieces you’ve indicated.
· Samantha:  I will provide a strikethrough document on the bare nuts and bolts.

· Randy:  Do we want to take the rest of the stuff that the IOUs will use and make that a separate document?  
· <Didn’t understand the resolution here>

Security

· Erich:  Last week we talked about the need for a threat assessment, but the work’s not complete yet.  We will have that for discussion at next Monday’s meeting.

· Erich:  There are other ways to deal with the mitigation issues.  We have thought about the idea that if there is a rule saying a message can never INCREASE energy usage, it covers a lot of the situations. 

· Erich:  There was also a discussion that the ability to detect interference, even if it is not prevented, provides a lot of protection.

· Erich:  Since we can’t rely purely on those two issues, we are still looking at cryptography.
· Alex: What about replay issues?

· Grant:  I assume that is in there.

· Randy:  How can the contractor be sure the thermostat is working if the light only blinks four times a day?
· Alex:  If the light only blinks four times a day, there may be a need for a more frequent heartbeat.

· Erich:  It may make a difference what the underlying network is, e.g. if it can hear carrier.

· Alex:  So where does that get assigned?

· Grant:  What about have the installer force a heartbeat with a 1-800 call?

· Erich:  We need to work on the installation use case, focusing on how the device connects to the network.
· Jeff, Invensys:  Does the utility need to send out the same message “X” number of times?

· Grant:  That’s a possibility.

· Erich:  Having the devices addressable by region doesn’t necessarily correspond to the keys.

· Jeff: We may not need to limit the number of messages sent on any key?   Maybe we only need one level of keys.

· Erich:  We also need to have some text written around this before Monday.  That’s good feedback.

· Jeff:  About the 20-square-mile balloon question:  That’s a pretty large number of homes.

· Erich:  We need to work the statistics.  Remember the IOUs won’t be using the RF mechanism.

· If we assume the rule that does not increase energy use, then the worst case is that the DR does not work, and we need to try something else.

· ??:  What about the reverse case – someone curtails and then cannot bring the power back?
· Erich:  We also need minimums and maximums defined in the control range.
· Tim Simon:  As a thermostat vendor, we have a lot of customers with lower and lower minimum setpoints, maybe 35 degrees.  This is a major feature for us.

· Erich:  These protections are “by radio”, i.e they could be set lower by hand, but not remotely.

· Terry:  I like the key management, but are we going to provide guidance on key length?

· Erich:  I think we recommended AES-128.  I would prefer to be explicit.

· Terry:  Which device performs the decryption?  If it’s the PCT, we need to be explicit.  If it’s the comms board, it’s not so important.  There is software update over the air in the messaging scheme.  I think we need to specify where certain functions exist.

· Erich:  Yes, the reference design needs to permit the reallocation of capabilities.  We need a block diagram showing the encryption is associated with the communications module.

· Terry:  That would then increase the power requirement.

· Erich:  Yes, but I don’t see any alternative.  We are talking about 24VAC on the Title 24 thermostats.

· Erich:  Please pass on more feedback about the security work.

· Are we going to have a separate telecom for security?
· Erich: I was thinking Friday.
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