Meeting Notes

Title 24 PCT TWG Teleconference

Wednesday, February 28, 2007

Erich’s Introductory Comments:

Last year preliminary meetings were conducted to determine specifics for a design document concept at the request of the CEC to serve as a reference document for the Title 24 Legislation.
Our efforts have been on hold while waiting for funding, and additional direction.  Now we are ready to make the final push to finalize the document by the end of March.

Today’s meeting scheduled for 1.5 hours and is intended to be a technical meeting.   Comments in today’s meeting will not address policy development in any way. We are trying to implement the high level reference design for a 24 hour programmable thermostat.

Any question?   None
Key dates: 
A meeting was held at Berkley a few weeks ago. The purpose of the meeting was to refine and create a final, all inclusive, draft.  Whatever we give to the CEC on March 30 is intended to be included in Title 24.  Therefore, we need to be complete as possible by that date.  
Workshops occur during May of this year and then adjustments are made. Title 24 will be formerly adopted Jan 2008 and implemented Jan 2009.

It is anticipated we will have weekly teleconferences and then Erich will conduct additional conferences with PCT Vendors. 

Another idea for consideration is for an IOU to provide us with a room to allow a working group to work face-to-face in preparing the final draft document. We will revisit this issue.

Revisit the goals: 
· Provide logical architecture and high level reference design that implement Title 24 requirements. 
· Ensure the document addresses all the Title 24 specific items.
· Ensure all the IOU requirements have been included. 
· Coordinate with manufacturers.  We must ensure what is in this document can be manufactured. 

Tim Simon, Golden Power:  We must make sure the product is usable and that customers will WANT to use the product.
Erich: Absolutely.  The danger of having too much detail will be to make sure that we permit user innovation especially in usability.  The product must work.  This document will not answer every question of implementing the PCT. We need to talk about how this will unfold over the coming year.

There have been changes and elements that have been agreed upon. A key aspect of this document is describing the interfaces.  We’ve got the HVAC interface which is the closest to being complete. We have agreement on the two terminal block approach. We just need the vendor community and to do a final sanity check.  We don’t intend to discuss this in today’s meeting so if any one has any comments please send an email with specific changes / recommendations for inclusion in the document.

The expansion interface has been heavily discussed and the document reflects what was talked about in the last meeting or two. The main thing was to make sure we had expansion on both of the form factor, molding, and items important to the manufacturers point of view. 

Concerning the core communications element, we have dedicated significant time on the logical information model. This model is independent of the underlying implementation technology. The information model can be represented in a propriety binary format, XML or variety of formats. Our focus is on the information model to support the functions we have been directed to address. I have not received information from utilities to ensure use cases are accurate. We think we are pretty much there. 

The areas with more work:

Network arena – We have a requirement by the CEC to have a wide area network interface. The minimum is to have a one-way interface to allow the PCT by default to receive the message. The CEC has the University of California Berkeley doing research to do determine which of two candidates WAN technologies will be selected, RDS or a paging standard.

We will focus on the interface for the WAN. We know from the IOU’s that they do not intend to use the WAN. They will use either the expansion interface or contract with the PCT Vendors to include in the PCT a network capability that will interface with the IOU’s own system.   This is expected to be a Zigbee interface for at least one utility.  More work to do on that. The Berkeley research is underway and that information is forthcoming and I am sure everyone will have all sorts of things to say regardless of which is chosen. We are trying to make sure either solution will work from an information modeling point of view.

Security: We have done very little discussion and are going to move into a lot in that area.

Things that are almost done: Human Interface (HI), CEC Title 24 includes specific requirements for the HI – but we don’t have agreement on what should be in the reference design.
Finally, in order to validate that we have captured things properly. We have included use cases and scenarios.  For example, what things could go wrong? What is the expected behavior if the user selects the wrong button? A few have contributed, but we are looking for people to review these use case and make sure they are accurate and address your worse case scenarios and/or concerns.

Please refer to the section in the document concerning “expected behavior”.

Joe Hughes: On the use cases it may be handy to have sources of security policy that NERC accepts and traceability.  Some kind of a discussion on how NERC applies; other stake-holders as well. 

Erich: This is a good thing, we should have some. We must spend more time trying to quantify to determine which technologies should be selected.  The decision will be based on understanding and addressing the risk management issues. What are the threats, vulnerabilities, and critical assessment? This will bring us to potential way to mitigate. 

Have any of the PCT vendors done any work on this?
Steve Blank: We have got folks who are looking into where we are going to go in the future with our AMI systems. I think that the security issue is on everyone’s mind. The way it is represented on the slide is a very important framework for trying to establish what we need to guard against. I think the Edison folks may be ahead of us this game, unless you know what you want to do with your customer it is hard to say what the threat of your vulnerability is going to be. We are going to have to figure out the framework that we can establish those. This will be trying to understand what people are planning for services or data provisions to and from customers that could manifest a risk.
Erich:  There is definitely a lot of unknown.

Charles Glorioso: I am wondering if the security doesn’t break down into several pieces for the 1-way and 2-way. I am wondering if we don’t need what you call the misuse cases spelled out for some of these things. What I just heard was that IOU’s want other services and want security services for some of the other networks. But on the other hand they have the two way networks that they can provide security in.  Not necessarily a security issue.
Erich: We will focus on the minimum security elements necessary to support the one-way communication, which is the main thing we are charged with, and that every PCT will be equipped with, and make sure that we have got that handled.  Recognizing that the IOU version will override what is in this document, so from a specification point of view,  the use of an expansion interface will override the built in WAN and a lot of other options become available.
Paul Nagel:  We would agree with that approach.  We need to think about other devices that want to interoperate with that one.

Erich: I agree.  We should focus on the one-way solution and make sure we have that one handled.
Randy Ehlers: Does anyone feel like there are some significant security issues aside from security from communications? As in physical security? Anything that may not be on our radar screen?
Erich:  The main thing that we identified for that early on was someone basically spoofed the PCT to not have it curtail by putting an old thermostat on the system. That is going to happen and there is not a whole lot we can do about it.

Charles Glorioso – that’s why the vulnerability assessment is important.   The “hanging transmitter in a balloon” misuse cases should be spelled out.

Darren Highfill – we have two issues here:  detection and prevention.

Erich – we think the one-way capability will not be widely used.  However, we need to get a handle on the numbers.  What about the RF spoof scenario.  How many customers is that?  How much load does it represent?

Charles Glorioso – for this scenario to work, you have to be able to get it on the same frequency.

Steve Blanc – we could issue pellet guns to our service people – or shotguns.

I think a lot of the spoofing we’re going to see will be from customers who want to override what they’re seeing from the utility and getting very annoyed.

Randy Ehlers – I think a major issue will be publicity if something like this happens.

Darren Highfill – let’s not get caught up in the movie plot syndrome.

Bon Truong SDGE – As I understand it, we have mostly discussed encryption, confidentiality.  What about authentication and authorization.

Grant Gilchrist – authentication is our primary purpose.

Erich – add a rule that prevents an energy use increase?  Or is there any point in addressing this – are there so few people involved that it just doesn’t matter?

Jeff Mulligan – how do you want us to respond?  I don’t think we can say it just doesn’t matter because of lack of public confidence.   How about a simple public key technology system?  How do you deal with key revocation?  What do we need from people to address this issue?

Erich:  we need:

· To know “who”

· To describe the misuse cases

· To determine how many people are affected

· To find a technical solution

We’ve currently got a single crypto field identified in the message.  So far we don’t have a description of what goes in it.  The one thing we know is that we can’t ignore it.  We need volunteers!

Grant Gilchrist– what about who owns the keys?

Joe Hughes – I’m concerned that there’s a design parameter (one-way communications) that is driving the requirements rather than the other way around.

Bon Truong  SDGE – do we have these use cases already?  Where are they?

Erich – no.  We are particularly looking for the security use cases.  The others are already in the document.  They are already on the website.

User Interface
Erich – can we see a proposal from a vendor on this topic?

Paul Nagel Control 4 – we can contribute a perspective.  We have tried to set up a common UI.  

Erich – can you come up with a proposal and a replacement for the figure that everybody didn’t like?

Paul Nagel Control 4 – we’d be happy to do that.

RCS:  We can help.

Summary slide

Erich:  We need to consider the concept of a users group down the road (OpenPCT ??) to support evolution by the industry of what we are doing with this first reference design.

On a related note, is anyone aware if the issues we are describing here are being addressed by NEMA, Zigbee or other organizations?

Unidentified:  Not that we are aware of – not to this extent,

Unidentified – we can take this to the ZigBee alliance.  We’ve very much involved in ZigBee.

RCS:  We are involved with the Z-Wave alliance

Tim Simon Golden Power – we have an add-on for ZigBee that could do this.  It’s called Nephertiti.

Erich: Is it open?

Tim Simon:  Uh, well…

Erich – maybe you can make it open.

Erich – I would like to harmonize this with anything the ZigBee people already have defined.

Erich:  What does anyone think about having a face-to-face meeting?

Tim Simon– I would really like to have a face-to-face

Erich – what about a Monday or a Tuesday March 12th or 13th?

No answer.

Erich:  We need a few people to get into a single room and work out a proposal for the one way security and finalize the user interface.  All are invited to contribute in the meantime.  I will send a request for participation in a face-to-face with the minutes.
Wrapping up.  
Erich summarized the action items:
· EnerNex to update the document again with new use cases and a simple but effective security risk assessment method
· Everyone is to submit misuse cases

· Control 4 and RCS will provide input on the user interface

· Tim Simon will check on relevant Zigbee efforts

· IOU’s should check their use cases against the message model

· Erich will schedule another teleconference for next week

· Erich will propose a face-to-face meeting for March 12 or 13

Adjourned

