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Overview

The Programmable Communicating Thermostat (PCT) system is envisioned as a mechanism for reducing the amount of electrical power in use by the state of California during critical periods up to several hours in length.  The intent of this system is to permit a statewide organization (as yet undefined) to send out a broadcast message that causes all thermostats in the state to automatically adjust themselves so the household uses less power.  In this way the state can avoid blackouts or power system instability.  

The state is in the process of mandating that all new homes built starting in 2009 will include a PCT.  The legislation used to make this requirement is known as “Title 24”. This legislation will affect a fairly small number of homes relative to the size of the population, approximately 60,000 per year.  

However, the investor-owned utilities (IOUs) in the state will also be deploying PCTs as part of advanced metering programs affecting millions of homes per year.  These thermostats will communicate with utilities through the home electrical meter, which will be connected to a wide-area network.  These IOU networks will vary depending on the utility and different geographic areas within the utilities’ service areas.  
The PCTs deployed by the utilities will be the same basic units as those installed as a part of the Title 24 program.  The Title 24 legislation will specify a standard “expansion interface” on the PCT to accommodate the IOU network interface.  When an IOU network interface card is installed in a thermostat, the Title 24 broadcast interface will be disabled.
The IOU metering networks will also require a security solution, but these will not be addressed by the Title 24 legislation.   It would be helpful if the security solution for the broadcast Title 24 network shares components with that of the individual utilities’ metering networks, but it is not mandatory.

The Title 24 legislation text is very brief, so this working group is developing a reference design document intended to provide, if not sufficient detail to build the PCTs, at least a start toward that level of detail.

Characteristics

	Manufacturing
	Thermostat vendors are prepared to modify their manufacturing processes to support this system.  However, it would understandably be preferable if the configuration of addressing and key material could be an easily automated process.

	Purchase
	IOUs will purchase PCTs in bulk and distribute them when customers sign up for voluntary demand response programs.  Building contractors will also purchase them in bulk.  Eventually it is expected that customers will buy them at hardware stores.  

	Installation and Configuration
	Thermostats must be installable by a construction contractor, a third-party installer hired by IOUs, or ideally, by a customer.  Any installation procedures must therefore be extremely simple.  

A phone call to a 1-800 number, providing a serial number or key provided on the thermostat, has been discussed.

	Directionality
	The messages for the Title 24 network will be one-way broadcasts or multi-cast to the thermostats.  There are currently two practical candidates:  A digital FM radio (RDS) system, or a pager system.

	Addressing
	It must be possible to send messages affecting only a specified subset of the thermostats.

	Types of Messages
	Messages to be used on the broadcast network include:

· Clock Set (time, nextDST, DSToffset )

· Start Price Event (start time, stop time, ID, price)

· Emergency Event – Change Temperature (start time, stop time, ID, amount of change )

· Emergency Event – Set Temperature (start time, stop time, ID, absolute temperature )

· Cancel Event ( ID ) 

Other messages sent on the IOU networks may include “firmware download”, “display message”, or “voluntary event” commands. 

	Number of Messages
	The number of messages transmitted is very small, perhaps three or four messages per day at maximum to any given thermostat.  A “heartbeat” message is required so customers and installers can be sure that communications is established.  A possible heartbeat period of 15 minutes has been discussed.

	Processing Power
	Thermostats have limited processing power, often with only eight-bit processors and less than 1Mbyte of memory.  Cost concerns make increasing processing power for PCTs unlikely in the short term.  It is anticipated that the low-end “contractor” version of a PCT will retail for less than $50.

	Key Ownership
	At the moment, the organization that will issue the broadcast messages, and therefore would own any cryptographic keys, has not been identified.


Some Possible Attack Scenarios

The working group has identified the following scenarios for possible application layer attacks:

1. Attacker turns on all air-conditioning units, causing a sudden, excessive, unexpected load, possibly leading to blackouts or grid instability.
2. Attacker recalls an authentic emergency signal, preventing the required reduction in load and forcing utilities to take other measures such as blackouts or buying energy at higher costs.

3. Attacker shuts down all air conditioning units, causing annoyance and possible health concerns among some customers.  Would be of more concern in states with more severe weather conditions.

4. Attacker downloads new software into the PCT or the PCT communications module.  This attack will be nullified on the Title 24 PCTs by simply not acting on these messages if they come over the broadcast network.

5. Attacker sends false acknowledgements.  Not an issue on the broadcast network.

6. Attacker issues false time synchronization, potentially causing events to occur sooner or later than they normally would have.

7. Attacker causes false messages to appear on the thermostat display, misleading customer and perhaps causing incorrect behavior that could affect load or cause overload of utility customer service, e.g. “Please call utility now.” 
8. A customer decreases the air conditioner setpoint prior to an expected event, or changes the time locally, causing air conditioning to run normally during the event.
The working group has identified the following scenarios for possible network or transport layer attacks:

1. Attacker takes control of head-end radio system through the initiating organization’s internal network or its interfaces with third parties.

2. Attacker causes denial of service by flooding the head-end IP network with acknowledgements (from the two-way IOU networks) or other valid messages.

3. Attacker intercepts wireless messages. 
The working group has identified the following physical layer attacks:

1. Attacker jams or sends false messages from a ground station or vehicle, affecting a limited number of thermostats

2. Attacker jams or sends false messages from a balloon or other aircraft, increasing range of the attack.

3. Customer disables thermostat antenna.
Non-Cryptographic Security Measures
The working group has identified the following measures to reduce the vulnerability to attack:
1. Thermostats shall not accept remote commands to increase energy usage except the cancel event message, discussed below.
2. Thermostats shall have hard-coded limits on what setpoints will be accepted via remote commands, to prevent unsafe setpoints.
3. Thermostats shall randomly delay for up to 30 minutes after being instructed to normally end or cancel an energy reduction event, avoiding sudden increases in load on the grid.  The display of the thermostat shall not indicate the end of the event until after the random delay.
4. Thermostats will never automatically increase energy usage at the end of an event by any more than they originally reduced it.

5. Time synchronization commands received via the remote network shall override any time set locally.  
The working group has no authority over the transmission end of the network, but can only define a reference design for the thermostats themselves.    However, it has identified the following recommended security measures for the network as a whole:

1. Create an intrusion detection system for the broadcast network.  Such a system might consist of receivers spaced over the service territory that can compare the received broadcast messages with what was actually transmitted, and thus identify a false transmitter.

2. Change the thermostat time frequently enough to reduce the effectiveness of time change attacks.

3. Use historical energy usage data from the metering system to detect when a customer has disabled the thermostat’s antenna or is attempting to “game” the system.
Issues for Cryptographic Measures
The working group has identified the following issues concerning cryptographic measures:
	Confidentiality vs. Authentication
	The consensus of the group is that encryption of the broadcast messages is not necessary for confidentiality purposes; only authentication is necessary. 

	Authentication Methods
	While encryption is not considered necessary for purposes of confidentiality, it has been suggested that it may require less processing power to encrypt the entire message as a form of authentication than to use another method of authentication and integrity checking, e.g. a cryptographic hash.

	Symmetric vs. Asymmetric Cryptography
	Because the thermostat may pass through many hands: utility,  manufacturer, installer, customer, etc., it seems likely that asymmetric keys would be very useful in this application.  However, the amount of processing required is orders of magnitude higher, and the memory and code footprint required could raise costs considerably.

	Periodic Key Changing
	Is has been suggested that there be multiple levels of keys, with the lowest level being symmetric and periodically changed using a higher level key to avoid eavesdropping attacks.  Considering how infrequent the event messages are, however, it is not clear how often the keys would need to be changed.

	Number and Grouping of Keys
	It has been suggested that it would be preferable to have multiple sets of keys so that the number of customers affected by the compromise of any particular key or set of keys would be limited.   It has been suggested that key sets be randomly distributed among thermostats sold so that any attack could not be concentrated in a geographic area.  Naturally, the more key groups there are, the more difficult it will be to manage the keys.

	Recovery from Key Compromise
	An appropriate mechanism for recovering from the compromise of one or more keys is necessary.  The method must not involve travel to the customer site.  So far, the methods considered include using multiple levels of keys as discussed above, or using a finite number of keys preloaded in the thermostat.   


Cryptographic Approaches Considered
The task force has considered the following general categories of cryptographic security solutions.  The first two fall in the category of “traditional cryptography”.  Details of the actual solution will vary, but this description should give the main ideas of each approach.
Option 1:  Symmetric Session Keys with Asymmetric Update
This approach follows current best practices without consideration of the amount of processing power or memory footprint required by asymmetric cryptography calculations.

a. Authentication and integrity are provided via an HMAC on each message.  Alternatively, this could be done by encrypting the entire message.
b. The HMAC is calculated using a symmetric Session Key and appropriately changing data to protect against replay.
c. The Session Key is periodically changed and the new value broadcast at intervals, encrypted using an Update Key.
d. The Update Key is asymmetric.

e. The Public Update Key is encoded in the thermostat when it is manufactured.  This will avoid concerns about the security of the Update Key in transit between the sender and the manufacturer.

f. The Private Update Key is held by the sender.

g. There may be multiple sets of Update Keys, with the set used by any thermostat chosen randomly when it is manufactured.  To affect all thermostats, the sender must transmit multiple messages.
h. There may be another level of asymmetric keys, the System Keys, used to change Update Keys if they become compromised.

Option 2:  Symmetric Key Combination

This approach uses only symmetric operations and would be based on methods commonly used in military applications.
a. The manufacturer chooses a random number and codes it into the thermostat before shipping.  Call this value “A”. 
b. The manufacturer also encodes a well-known fixed value “D”.

c. The manufacturer supplies a set of serial numbers and corresponding A values to the sender.

d. The sender chooses a second random value for that thermostat.  Call this value “B”.  There could be a different B value for each thermostat, or the thermostats could be grouped so that many of them have the same “B”.
e. The installer phones the sender and provides a serial number. 

f. The sender provides the installer with a “B” value to be entered into the thermostat.
g. The sender combines A and B to produce C.  Any number of functions could be used to perform the combination, the simplest being an XOR.

h. The sender authenticates each message using an HMAC (or similar mechanism) of the message concatenated with D, using C as a key.
i. The sender must transmit a different message for each A/B/D combination.  Grouping can be achieved by varying any of the three values.
j. A possible variation would be to “force” B to achieve the same C for various groups.  This would potentially reduce the number of messages that must be broadcast.
Option 3:  TESLA or Variation

Research has indicated that authentication in broadcast networks can be achieved with low processing requirements using one-way chains of symmetric keys and periodic, secure time synchronization (“Timed Efficient Stream Loss-tolerant Authentication” or TESLA)   A method using some variation of this scheme would be the third option. 
Security Characteristics of the Title 24 PCT System
6

