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Introduction
· Explanation of the program by Erich.

· Welcome to the invited security experts!
· See accompanying presentation.

· Question:  How many entities can send a signal?

· Erich:  That’s a good question!  We don’t know right now; the CEC has to determine that.  We believe it will be a single entity.  It’s highly unlikely that there will be more than one.  It’s possible that utilities could do it separately, but they’re not planning to at the moment.
· Question:  No acknowledgement from the thermostat?

· That’s correct.  We will find out through external means whether the system is working.
Attacks:

· Question:  Most of these attacks are against the provider.  What about an attack that creates a quality problem with a particular thermostat provider?

· Scott Mix:  Along the same lines, perhaps there could be a cottage industry of thermostat firmware modification.  Is there a way to locally do firmware upgrades?

· Erich:  There might be.  We’re not too concerned about the customer attacks, because we can determine fraud by looking at historical data after the fact.  Our main concern is what could happen on a large scale.

· Alex:  I don’t want to downplay the safety issue of shutting down A/C.  People do die in California when that happens.

· Bob Griffen, RSA:  I think that eavesdropping is important.

· Documentation note:  Unless you give a motivation for the attacker, people love to not believe.  Also:  What are the proposed penalties for modification of devices?  Some tamper detection might discourage modification.
· Erich:  We should note those.

· MIT:  Isn’t the easiest way around it just to put another one in parallel?  If there is a trivial way to bypass something, there’s no need to think of a complicated way.

· Erich:  As I noted, we can find out fraud information through other means.  We’re more concerned about widespread attacks.

· Geoff Mulligan:  Another point is that we’re not going to flash over the one-way network.

Cryptographic Options

· A key here has been to reduce the scope.  It seems like it’s very important that there’s a single transmitting station.  There’s no need to ever talk about symmetric keys.  The thermostats only ever need to decrypt.  If you start there, things get a lot simpler.  Every thermostat is eavesdropping on everything.  You don’t need the symmetric keys at all.  One-way digital signatures is all you need.

· David Culler?: I would do it with digital signatures, with at least a two-level key hierarchy.  Each utility would get a key signed by the root key. 

· Erich: Assuming an eight-bit, $50 device can do it.

· You can implement it; it’s just a matter of how frequently one needs to perform these actions.

· It’s not just how quickly, but also the RAM and code space required.
· The code to implement it is not large, but it takes a long time to run it, so you might not want to use it on every message.

· The concern is the limited amount of real estate and how many tricks you have to teach it to make this happen.

· Jeff Schiller, MIT:  I have seen incredibly tiny devices that are capable of doing this.  Smart chips in credit cards can do this.

· Whit Diffie:  What systems are you thinking of using?  I think you should use Sweet Pea Algorithm.

· Rene, Certicom:  Heartbeat question. What is the means of feedback?

· It’s a light on the front panel.

· What do we do if the root key is compromised?
· Diffie:  It seems to me that this is not a key that’s very subject to compromise.   There’s no reason for anyone ever to know the key.
· Yes, the top-level key would not be used very often and would not be very likely to be compromised.

· Aegis:  Could you have a procedure in place for a consumer to call in to a number and get their device updated?
· Erich:  We discussed that possibility yesterday.

· You only need to worry about authenticity, not secrecy.  There should be no need for any installation mechanism.

· One thought we had discussed was a way to re-key through the SDIO interface.

· That may cause you more trouble than its worth.

· I think TESLA is more than you need in this case.  It was a way to generate in advance all the keys you might want to use.  There is a philosophical piece that all keys eventually get compromised, but you can deal with it by having multiple levels of keys.

· If you put a public key on a device, there’s no need to worry about the compromise of that key.    There’s very little motivation of these customers to compromise these keys.

· Randy E: It’s not individual customers that we are worried about.

· The issue is not the key in the thermostat, it’s the one back at the public utility.

· I have students that would compromise any keys in the thermostats in a minute just for fun.

· Diffie:  Do not put secret values into the thermostats.  I like option 1.

· There is an infrequent case – what happens if the one key to everybody’s thermostats is in a safe and it gets stolen?

· It should never be in that safe.
· Jeremy:  We never planned on embedding a secret key, just associating one with the serial.

· You needed an out-of-band backchannel in order to bring the nonce back to the installer.

· Jeremy:  True.

· If you are just using asymmetric keys, you could just use the SDIO interface with its public key in it.

· The municipalities are potentially the sender.

· In that case, you need two-stage cross-certification.

· That can be very cumbersome statewide.

· Diffie:  The keys represent authority, and they had better follow the true lines of authority in this industry, or it won’t work right.  There’s probably at least three:  the state, the law, and the utilities.

· We think that asymmetric is superior technically, but can we handle that organizationally?
· Diffie:  How long do we have to work on this project?  I assume it’s late in the design cycle?  How long until the design for the thermostat is frozen.

· Erich:  We have until late this month.

· We need to make the high-level design decisions in that time frame.

· You have determined the two key criteria from this discussion:  No long-term secret key on the thermostat; and the private keys that are used should be relatively short-term, multiple levels.  There is one key that is only used for the “moving forward” step.

· Diffie:  Keys get compromised depending on the amount of traffic.  That’s negligible in this system.  We went 64-128 bits in AES for that reason, but that won’t be a problem in this case.

· If the details are worked out later on, we have to realize that the decision on who is controlling the keys could really mess us up.  We need a decision on that as quickly as possible.

· Introducing the public key into the thermostat could be done after the fact, if necessary.  It could be done through the serial interface.

· So why would we want such a complicated system?

· Then you’re depending on the homeowner or someone to do that. 

· Diffie:  Yes, you might as well ship them already keyed.

· We could ship them with a dongle already installed.

· I don’t want to dismiss Jeremy’s idea.  We need to make sure that everyone knows that we are not putting a secret key in the thermostat.

· Jeremy:  I also want to point out that asymmetric keys implies an organizational impact.
· Randy E: I think this is a principal issue.

· Diffie:  That’s only an issue if you have diversity of authority.  I don’t think you have a very bad case with respect to that problem right now.  For instance, asymmetric key management works well in the DOD but not in e-commerce.

· Jeremy:  This system limits the requirements on the manufacturers.

· This is a model that’s has been proposed for mobile phones, for instance.

· Is there a reference mechanism for it?

· The work is in the IETF.  CTKIP is what it’s called.  

· I looked at it briefly and it looked fine to me.

· Jeremy:  We do this all the time in classified systems.

· So how do we go forward from here?

· Erich:  The two-level method is still on the table, and so is the key-splitting mechanism, especially if CTKIP were used.

· Rene: We can do the public key mechanism in 10K of code if necessary.  We have implementations of elliptic key cryptography in that space.

· Diffie:  RSA is larger, the keys are 5 times as large. Not sure how much larger.

· RSA:  We can get that information for you.

· Diffie:  Roughly speaking, the ephemeral storage is at least hundreds of bits for the public key system.

· Rene:  The permanent storage is not so much an issue, and the temporary storage is still in the hundreds of bytes.

· Erich:  We can’t ignore the organizational issues.  We have to have vendors building thousands of widgets this year.  Even if they have to re-key everything at the factory, they can’t be changing code.

· Darren:  If we could at least resolve the basic philosophy ahead of time, they could get a head start.
· Jeremy:  Asymmetric cryptography is functionally superior for this type of system.  That’s probably our starting point.

· Diffie:  What’s the manufacturer’s concern?  Expertise?

· Jeremy:  We don’t know who will have the authority at the moment.  We can’t answer any of that stuff.  The simplicity for the manufacturer.

· I volunteer to hold the private key for now.  (
· Diffie:  Are we concerned about a common mechanism between this system and SCADA?
· Erich:  I don’t think it’s an issue right now, but we’ll have to consider it.  Our context is very different.  Even if there was a desire to do so, the fundamental requirements are different.

· We have two alternatives that sound interesting.  How do we move forward?

· Erich:  I think we need to restate the first two options.  Option 1 sounds best, if we can do this.

· Grant:  Is there any way we could get a Thermostat manufacturer to do a pilot?

· Invensys:  I don’t think that the numbers people were talking about today will necessarily make an impact; it wouldn’t drive us to a larger processor.

· Erich:  That has already made a huge impact on our decision-making process.  I’d like us to restate the position on the first two options based on what we know now, and bring it back to our invitees for review.

· For future discussion, please consider the replay attack carefully.  It may be difficult for a field device to determine authenticity because it can’t submit challenge data.
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