Notes on PCT Telecon
Wednesday, March 14, 2007
Review of the Summary Document

· Erich:  we will start with this summary to send to some invited security experts.  Who was going to help us with making those invitations?

· Jeff Mulligan:  I was.

· Darren:  scheduling the heartbeat on a quarter hour might reduce the need for a phone call to generate a heartbeat.
· Alex: I would like to get back to the installation use case discussion tomorrow.  It and the security mechanism affect each other quite a bit.  
· Darren:  Are we going to put a delay on all messages, or just the Cancel message?  This might be an issue for CIP compliance, if we’re ever dealing with large amounts of generation.
· Alex:  There is a concern about putting too much delay in the system because of the possibility of going toward closed-loop control systems in the future.
· Erich:  These are not direct load control cases.

ACTION:  Jeff Mulligan and Darren Highfill to send the final document to a set of experts.
Logistics of Tomorrow’s Meeting

· Erich:  Tomorrow (Thursday) at 1:00 Pacific Time is acceptable?
· No objections.

· Jeff:  I propose no more than an hour.
· Agreed.
TESLA Protocol
· Jeremy:  I think there are still some computational issues here.  There is still a problem with what happens when a key is compromised.  We won’t be able to do anything to the device when its in the field.  

· Alex:  But you can still encrypt some messages, like distributing and recovering keys.

· Jeremy:  That’s true.  The other problem is that there may not be any implementations of this yet.

· Grant:  They’re also talking about using digital signatures for the time synch part, and two-way networks.

· Erich:  We need to capture the scheme that Jeremy was talking about in prose somewhere so that we can talk to the experts about it.

· Jeremy:  I wasn’t necessarily talking about that method as what the PCT should use, but it might serve as a lower bound on what should be done.  I just wanted to show that there are ways around some of the issues of symmetric keys.  You may want to talk use this as a fall-back.
· Erich:  We also need to lay out what we think our alternatives are here.  This is the only one we don’t have a summary for.

· Jeremy:  The military has used that kind of scheme for years, when they control both the client and the server.  They focus on the strength of the crypto and the physical security of the device.  They don’t do negotiation of keys.  Maybe I could find something declassified, like Fortezza.  ACTION: Jeremy to write a white paper.  Discussion offline with EnerNex.
· ACTION:  Grant to write a summary of Jeremy’s ideas from the minutes, along with various options.
· Option 1: Traditional

· Asymmetric/symmetric combination

· Symmetric only, with recombination

· Option 2: TESLA/uTESLA or some similar research protocol
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